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Future FTX project will achieve these two goals Introduction

The first-time users can clearly understand the product
features and values quickly

The first-time users can easily deploy a Network Security
instance and set policies for their environments



Two obstacles to achieve the two goals Introduction

1. We don't know users in 2. The traditional first-
cloud network security time experience is painful
Competitive Persona User Journey Information Wireframes Mockups

Analysis Architecture
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User flow of FTX on three different cloud security products

Read GuardDuty marketing
page under AWS Marketplace

GuardDuty

"Enable GuardDuty"
Once permission is given == == =
users can initiate this.

Home (Documentation links,

Instruction, "Enable GuardDuty")

If permission
is given Come to IAM home

Edit IAM permission
(Can be done in few clicks
without customization)

Read documentation

Come to dashboard

becomes the dashboard)

Change rules under
settings (?)

= Read documentation

(Once deployed, the home 4

Pick up ZPA product
from Zscaler product family in
Marketplace

Zscaler Private Access

Read the marketing /
Agree to the terms & conditions

Subscribe

l

Fulfillment option

Read documentation +—> Configure Software version
AWS region
P
( !
Launch through EC2 Launch from website Copy to service catalog

AWS places Change settings
(or notes) to see the (Instance type / VPC / subnet /
environment information security group / key pair)

[Security group]
Can use automatic generation

Confirm it is working well
in AWS instance pages

AWS space

Zscaler space

Sign-up Log-in to Admin Portal

Change settings &
Confirm values

Competitive Analysis

Pick up Aqua Security ECS
(PAYG) in Marketplace

L

(BYOL) in Marketplace

Read description & pricing

information

Subscribe & configure
the software

Launch the software

Cloud marketplace documentations

l

Cpme to Aqua Security page

"Login" (A different path) CloudFormation

Pick up Aqua Security ECS

Get a license through
other channels

Aqua Container Security

Simple mindless few
click process

Select how to launch

AWS Marketplace

v

Quick create stack

Read documentation .
. ! under CloudFormation

See stack detail
(If not working) ee stack details

Fix errors

(events/ouputs)
and confirm it's working

From a link

AWS CloudFormation

Check information in
AWS environment

AWS CloudFormation

in "Outputs”

4

Confirm the value &

Read documentation = .
Change policies

Aqua Security dashboard



Zscaler provides both a “Happy Path” and a customization option Competitive Analysis

Pick up ZPA product
from Zscaler product family in
Marketplace

|

Read the marketing /
Agree to the terms & conditions

1 Key Takeaways

ead documentation +—> Configure {i&;;m:ﬂae;::rsion . . . N
\ Some of the products provide users two options for the initial deployment:
\
{ f !
e R 1.  Happy path (Recommendation): If users don’t want to spend much time,
l they can use the recommended or default settings. Users can just review
AWS places Change settings Lo — and CIiCk to proceed-
anviramment iormation [RAPRRAOGIRRRE can use automaic eneration
l 2. Customization option: If users want to customiza deployment or other

settings for their environment, they can read documentations, use
command line interfaces, and adjust settings to deploy manually.

Confirm it is working well
in AWS instance pages

AWS space

Zscaler space

Sign-up Log-in to Admin Portal

Zscaler Change settings &
Private Access Confirm values
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Cloud One’s target will be a multifunctional cloud ops team Persona

On-prem Network Operations S_ecurlty Product Development
Network Operations Control
Cloud Cloud Architects

Cloud Operations

Cloud Engineers Operations Control

Security
Network 5

Product Development

« Small team that consists of cloud * Less involved in cloud operations
architects, cloud engineers, and

cloud network ops.  Reactively handle cloud security

incidents as alerted to or notified
« Each plays multiple tasks (e.qg. by cloud ops
deployment, policy management)

« Some network ops from the on-
prem environment join this team



FTX focuses on cloud ops architects, engineers and especially network ops

Job role

Stage

Team

Team size

Job tasks

Security
experience

Cloud ops
experience

Painpoints

Cloud Ops Architect

--------------------------------------

--------------------------------------

Cloud ops

Large

* Design and maintain

cloud architecture

» Assess viability of

different cloud services

« Manage related billing

* Ever-increasing
complexity

 Limited resources
(budget, human)

Cloud Ops Engineer

--------------------------------------

--------------------------------------

Cloud ops

Large

Develop environments
by referring to API and
automation
documentation

Build POCs with vendor
support

Limited knowledge in
network security

Time it takes for
configuration and
deployment

Cloud Network Ops

---------------------------------------

--------------------------------------

-------------------------------------------------------------------------------------

Cloud ops <- Network ops

Large

 Converted to cloud
network ops

« Configure third-party
security products

 Monitor networks

* Limited knowledge in
cloud operations

« Struggles for
troubleshooting

Security Engineer

-----------------------------------------------------------------------------------

Security operations control

Large

Respond to security
Incidents as alerted to or
notified by cloud ops

Assess vulnerabillities In
security posture and
stay on top of it

 Time and effort it takes

to investigate the
Incident causes

Persona

Network Ops

--------------------------------------

______________________________________

Network ops

Large

* Responsible for on-prem

networks, including
deployment and policy
management

Some converted to
cloud network ops

Extensive SMS training

Time consuming
deployment and policy
management



Cloud network operator
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Cloud network operator

Tenure: Mid-level

Work experience: 5 years

Team: Cloud ops <- Network ops

Team size: Large (XXX+)

Education level: Bachelor in STEM

Converted to a cloud ops
from a traditional network
ops. Responsible for
monitoring networks and
handling issues in the
cloud space

Description:

Highest priority for first-time experience

Job tasks
Configure security
Learn cloud tools within cloud Manage policies
operations

environments

Collaborate with
cloud ops
engineers

Proficiency / Resources

Network operation knowledge

... .
Network security knowledge .
... > .

Cloud services knowledge

Resource (human, time, budget) )

Motivation level about the job

Persona

See if an incident
is happening in the
environments

Find and report
security incidents

Collaborate with
security team

User goals

Quickly learn cloud operations

Easily figure out what is wrong in the cloud for incident
handling

Easily set policies

Learn about which products work best to protect
networks

Pain points

Unfamiliar with cloud operations
Takes time to check every filter for incident handling

Don’t know what network security software is available
In the cloud space

Not easy to keep the software stay updated



ClOUd-OpS engineer High priority for first-time experience

Job role:

Tenure:

Work experience:
Team:

Team size:
Education level:

Description:

Cloud-Ops engineer
Mid-level

S years

Cloud Ops

Large

Master’s in STEM

Responsible for
implementing the cloud
environments, and
configuring third-party
software.

Persona

Job tasks

Deplov/Impl { Configure security Read API Troubleshoot Try and assess

Iepc?y mp ement tools within cloud documentations to errors happening other third-party
cloud environmen environments stay updated in the cloud space products
Collaborate with Collaborate with

cloud ops cloud ops
architects architects
Proficiency / Resource User goals

Network operation knowledge

Network security knowledge .

Cloud services knowledge

Resource (human, time, budget)

Motivation level about the job .

Want a simplified security deployment experience for
our complex AWS environment

Learn network security with less effort and time

Confirm that Network Security works well to protect our
environments

Easily troubleshoot and fix issues

Pain points

Unfamiliar with cloud network security

It takes time to fix issues. Also difficult to find related
information (documentation, forum, etc)

Our AWS environment is so complex that it's hard to
configure it for Network Security deployment

Not easy to test if the deployment has gone well



ClOUd-OpS architect High priority for first-time experience

Job role:

Tenure:

Work experience:
Team:

Team size:
Education level:

Description:

Cloud-Ops architect
Mid-level

S years

Cloud Ops

Large

Master’s in STEM

Responsible for designing
the cloud architecture, and
the entire environment,
including maintenance and
billing.

Job tasks
Design cloud Configure security
architecture for a tools within cloud
product environments

Collaborate with
cloud ops
engineers

Collaborate with
product teams

Proficiency / Resource

Network operation knowledge

Network security knowledge

Cloud services knowledge

Resource (human, time, budget)

Motivation level about the job

Maintain all the
environments

Persona
Investigate security Check the AWS
related incidents related billings

Collaborate with
security teams

User goals

Want a simplified security deployment experience for
our complex AWS environment

Learn network security with less effort and time
Want a consolidated platforms, products, and services
See the integrated billing

Pain points

Unfamiliar with cloud network security

Struggle to see the value of different cloud network
security product due to the limited domain knowledge

Not easy to meet SOC'’s security requirement
The architecture can easily get very complex
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Current first-time experience From encounter to value confirmation

User Journeys

OPPORTUNITY

Make it easier to find
Network Security in
the Cloud One

Value explanation in
the application

With permission,
Display their current
security posture

Integrated Cloud One
billing through AWS
market place

Free trial option

Sandbox environment

Provide common
Cloud One AWS
account integration

Show the current
security posture

but aren’t sure where to look at

Automation of the infrastructure configuration & .
deployment
Minimal dependence on documentations .

Provide good learning places

Instructions in the application

Users need to test
manually

No place to show the
performance / the
value

L
)
E ENCOUNTER VALUE LEARNING LICENSING AWS LOG-IN CONFIGURATION DEPLOYMENT TESTING VALUE CONFIRMATION
(7p)
Documentation Support from
Troubleshooting Online search Trend Micro
Invitation for a
guided deployment Marketing materials Documentation » »
with on-site support BYOL licensing Want to confirm the
- @ (emails from Trend » performance, but
(@) Micro?) can’t see how to do it
5 Encounter in the Presentation from Log into an Select a VPC Configure
< AWS Marketplace Trend Micro AWS account to protect Deploy
Test
Learning
» Configure their own AWS infrastructure
» Deploy a CNP for their environment
» Make sure the CNP is working well
Time to learn a new — B
Z management system...
@) :
o ®
=
L
* Reluctant to switch to * No value learning in Licensing happens Users can'’t see the Everything is tied to documentation * Users need to test « Users can’t see how
= a new product the application offline (or whitelist) current security : : : L manually many threats are
=z : Users adjust configuration/deployment for their unique
= : : posture (which VPCs : detected and blocked
o) * Users may not « Value learning Users want to give a are protected) environment * No place to show the (the value of the
o understand the value happens offline try for free : : performance / the roduct)
= of Network Security in Users need extensive help from Trend Micro - P
E the cloud Users need to learn more to improve domain knowledge,

* Design a dashboard
to show the value




Future first-time experience

User Journeys

From encounter to value confirmation

L
)
E ENCOUNTER PROMO / PERMISSION CURRENT CONDITION REGISTER INSTRUCTION DEPLOYMENT POLICY SETTINGS VALUE CONFIRMATION
(7p)
Encounter in the e e e e e E e e e e e e e e e e e M e e e e mmmemmmmmmmmmmm e e e e s e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmm e e e e e e e e e e e e e e e e m e e mm e e e mmmmmmmmmmmmmm—m—————————
AWS market place
Marketing Instruction for how Want to use Questionnaire for
materials to use automation? recommendation
; A dashboard : : _
=z Encounter in Cloud : Define a protection : Confirm the product
o One products If not yet, show[ng the current network if they want No & performance
= security posture
2 Permission Place to improve
request domain knowledge
m Trial request from
4 sales team Review / Documentation / Online space / Chat box
customize
If no permission, go through FoTTTTTooTommmommmmmmT STt TTTTmmmes TTTTTTTTmees 1
manual deployment on AWS ; hand-holding instruction on the application
Trend Micro produced P - - - - —
Z something new for cloud
S s
5 O
=
L
* Located in AWS These steps happen Dashboard shows Users can select » Short explanation * 1. Auto: configure and « 1. Wantto After a while, a
Marketplace either on AWS or NS which VPCs are not multiple IGWs to about how to use go to the next page confirmation? dashboard displays
»n depending on their protected, but protect Network Security OR : : security health and
= * Cloud One users can starting point protectable. . . . * 2.Give C1 some info operational health
E find Network Security Each VPC shows $/ * Aplace to learn cloud « 2. Review: review/edit for recommendations
LI easily in the platform Initial value hours. By selecting, security . : . : :
o explanation they start deployment Troubleshooting help 3 R_ev!’ew/edlt under
« Users get requests (no charge until policy
from other teams (If not yet) AWS : .
access permission TP Gl 4. Start PAYG
 Awareness is Users can quickly Users understand part Having no initial cost  Uses don't get » If resource is limited, users choose auto-configuration Easy to confirm the
o increased learn the value of the value lowers barriers to confused even in the and auto-deployment. But if desired, they can review & value of the product
- . : entry first place due to step edit.
™ Permissions will make by step in-app tutorial
L the process a lot No need to go » In-app instruction & documentation help this step
- easier for users later through formal .U Jask 6 : i "
|‘.|£ licensing process sers can see/ask questions in an online community
« Auto-recommendations are adjusted based on given
data



Highlights of the two user journeys

Current user journey

1.

Manual deployment: Users need to understand the steps
and fill out input fields on AWS by themselves.

Heavily tied to documentation: Users need to read the
documentation carefully on every step. If they receive an
error, they read it once more to manually fix it.

Many switches between different places: Users need to
switch among documentations, different places on AWS, and
Network Security to complete the first-time experience.

No value confirmation: It's not easy to see if Network
Security is working as expected. Also, users struggle to see
how well their environment is protected.

User Journey

Future user journey

1. Default / Recommendation: Users can use default settings
to deploy an NS instance and set policies. If so, they just
need to review and click.

2. Customization: Users still can customize deployment and

policy settings. But the Ul and the instruction will minimize the
dependence on documentation.

3. Actions on Network Security: Most of the actions can be

completed on Network Security.

4. Dashboard: It shows the performance, operational health,

and security health of their environment.
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New Site Map for Network Security

Cloud platform

ENCOUNTER 1
(Cloud marketplaces)

Network Security

Marketing materials

C1 account creation
Permission request

List of environments
with security posture

Further
Customization

*—l——

Network Security

protection status

ENCOUNTER 2
(C1)

|

Network Security

)\

|

Workload Security = s

Value explanation ¢ First-time
List of environments Nishwiria >

f with security posture f
|
|
t |
Data |
| r |
‘ I
List of ks with :
sl i 4 Virtual appliances :
|
|

|
[

Ye

S
No

|
|
Yes=
|
|

Deployment
review / edit

— Intelligent policy =No
—

Skip Yes

I Want
to edit

Questionnaire for

policy —J

recommendation

Done

Confirm and activate

bty

Recommended No Manual asset
asset selection selection

Advanced
customization
L]

Edit single

page policy

(PAYG)

T D SN G GENS GRS WEES GEN GEES GENS GEN NS SN WSS WENS WEND N GEED G GENS GNN WSNS WSS SN SN SN G GUNS GENS WN WENS USSR SN SN WSS NN NN WSS G SN SN NS GEN GENS WNNS GENS GEER N N S NS WSS WEND GENN GEND NN NN GEN GEN WEN GEN GEES GEND G SN NN W WS GEND SN GEED GEND GEN G WS GSN WSS GEND NN GEND GOSN GNNS WSS WEN GEER SN GEES GSND G S WS ——

(

Policy

The screens will be
different for the first-
time flow

|

1. Threat intelligence

Sync management

W

2. Policy rule sets
(Filters)

Filters
Action set

|

Other products

%

Dashboard —_— Get started

\

]

Community

Online community
(Questions)

—_—

) )

Ask for help Learning place

Links to documentations
/ videos / courses

|

Business Support
Portal

\

Automation center
(StackOverFlow)

; ; Key points for
tart t
Starting points the FTX project

Information Architecture

Key points

1. Two entry points: Users can
initiate the first-time experience
either from AWS Marketplace or
Cloud One

2. No jump: Unlike the current
experience, users don’t need to
jump among different pages.

This sitemap is a living document, and will always evolve.
So, please use this just as a reference. (05/10/2020)



User flow of the First-time experience Information Architecture

Cloud platform | Network Security

List of environments
; : Dashboard
with security posture

Encounter in AWS

4
|
|
C1 account creation — =———fm———) ::::22::35: e NO =—p Masnel::(l:ta;ziet i Key pOintS
|
| |
| | |
| Yes |
| |
| 1 | 1.  Recommendation: If users want to spend much time, they can
{ ntelligen l
: seroyment_al No . | use the recommended settings. The recommendation process is
| D
| |
: L) | streamlined. (Filled boxes)
| |
| b |
| I
Further. rewe-__1l-______ De;?loymen't ! - . . . "
costamization. ™ PSS : 2. Customization: This user flow still allows users to customize for
' l [] [] [] [ [
: f J | their environment. Most of the customization can be done in the
| | _
: : GUI of Network Security.
g S :
| I
1 | |
| s T v | 3. Dashboard: At the end of the flow, users can confirm the value
| to edit ' .
! A | of Network Security through a dashboard.
: recon:)ronl:ec:dation :
| |
| |
| |
| |
I |
| |
| |
| Reorganized from the previous slide |
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Wireframes Usability testings Wireframes

5 steps to complete the first-time experience Test settings (3 participants)

| gave participants two scenarios of the first-time experience.

Asset Intelligent Personalization Policy Confirm/

selection deployment questionnaire review Start This sessions are conducted to find design issues.
1. Asset selection: select multiple assets users want to 1. Default / Recommendation: Your resource is limited, so
protect you would like to deploy an NS instance and set policies

as quickly as possible.
2. Intelligent deployment: select a deployment model or
manually customize it 2. Customization: You need to follow the cloud security
rules of your company. So, you need to customize
3. Personalization questionnaire: fill out a questionnaire to deployment and policy settings.
use a better policy settings recommendation (Details provided in the testings)

4. Policy review: Review and edit the policy

5. Confirm / Start: Review the summary and start



Wireframes

Default /| Recommendation Customization

)IREND | Cloud One | Network security 22 Help @ LabUser ¥
#9) TREND . -~
&P urcro Cloud One @ Network Security = 8'e Help LabUser1 V¥ =~ (@) O ( O
By Asset Intelligent Personalization Policy Confirm/
Network selection deployment questionnaire review Start
fian © » O n—-
4 Asset Intelligent Personalization Policy Confirm/ o
hietwark selection depleyment questionnaire revlew atarl Policies You can customize the asset selection: 472 assets selected Cancel [EALUNIEE
’: Recommended asset selection @ Total assets selected: 472 [4 Illll
Policies Dashboard ) All assets shown Q 3=
I VPC Assets selected: 148 A
hi i .
Dashboard Lab user 1: 1 | ] VPC: 148 unprotected assets selected A
- Lab user 2: 35
~labtest user: 34 Account name Asset name ID Region
- Shared public user: 32
- Temp test account: 20 © Labuser1 vpc-acme-public-1 012ab3cd456de-vpe West (N. California)
- Implementation lab: 17
- Lab user 3: 15 [] o Labuser1 vpc-acme-public-2 vpc-31014t89sLi180 West (Oregon)
- Test intern account: 12 : '
- Acie-cheeking: 11 |:| o Labuser1 test-vpc-intern vpc-12qwe34rt56zq East (Ohio)
« Temp test: 7 D © Labuser1 vpc-pricate-connect vpc-q13049-wfaplzc West (Oregon)
Load more
D © Labuser1 [N/A] vpc-98zy76xvhwhut West (N. California)
Internet Gat Asset lected: 103 ¥
TRErRe s SEEIRRRER o Labuser1 public-implementation 012ab3cd456de-vpe West (N. California)
Subnet Assets selected: 71 ¥ D © Labuser1 [N/A] vpc-31014t89sLi180 West (Oregon)
[] o Labuser1 vpc-acme-public vpc-12qwe34rt5ézq East (Ohio)
Transit Gateway Assets selected: 57 ¥
|:| © Shared public user vpc-private-mgmt vpc-q13049-wfaplzc West (Oregon)
NAT Gateways Assets selected: 32 'V |:| © Shared public user mgmt-acme-trend vpc-98zy76xvSwhut West (N. California)
Back Load more
[:l Internet Gateway : 103 unprotected assets are selected v
ﬁ ~ 1 ~a 1 1 ] =T

Next step

Asset Selection




Wireframes

Default /| Recommendation Customization

@ TREND I Cloud One Network Security = :E Help g LabUser1 V¥ @ TREND I Cloud One Network Security =+ ;E Help g LabUser1 ¥
l{ \\ O O - O O - ./ 0
7/ Asset Intelligent Personalization Policy Confirm/ Asset Intelligent Personalization Policy Confirm/
Network selection deployment questionnaire review Start Network selection deployment questionnaire review Start
’: Deplotment model selection @ Edge deployment is recommended [# ’: Deplotment model selection - Edge deployment is recommended @
Policies Policies
AWS Cloud D Edge deployment (recommended) A
i w ; = lu -
Dashboard — g}" ‘—’“F;] Dashboard AWS Cloud
NAT Gateway Private Instances I E, Lo POSt Votum promissa memini CUiUS
y F : g}o m adeptione cupis; quem pollicitus. Qui
(@ EQE @ L—[:] WAT Guara bl i autem de re desit libido
Internet Gateway Network ElasticloadBalancer  \yep apps L [—'w - frustra miseri qui incurrit odium sui
ey [} <@ @E @ | [ ] obiecti. Post votum promissa memini cuius
l::] Interrjet Gateway Netw;rTl_( Elastic Load Balancer Web Apps adeptione
Public Instances Protection l'—] . _— = ’ 5
Instance “IJ - cupis; quem poi incurrit odium sui
Public Instances obiecti.
Learn more
- Post votum promissa memini cuius
- adeptione cupis; quem pollicitus. Qui autem de re desit
libido
- frustra miseri qui incurrit odium sui obiecti. Post votum . .
. .q. . . |:| Private VPC protection v
promissa memini cuius adeptione
Learn more
|:| Public and private VPC protection v

Next step

Intelligent Deployment




Default / Recommendation Customization Wireframes

@) TREND | Cloud One | Network Security 2% Help @ Labuser1 v

A o o) o) . .

1/ Asset Intelligent Personalization Policy Confirm/
Network selection deployment questionnaire review Start

’: Questionnaire for personalized policy recommendations (optional) @ | Skip Next step
Policies

1. Which industry is your business in?

<

Dashboard

2. What is the primary purpose of using AWS?

3. What kind of sensitive data does this AWS environment handle? - Multiple

Personal data (e.g. name, birthday, gender)

Identification data (e.g. passport, social security number) I nteg rated i nto pOI icy

Financial data (e.g. credit card number, PayPal accounts)

Social media data (e.g. Facebook account information) Setti n gs )
Medical data (e.g. medicine history, physical data)

Conversational data (e.g. messages on the chat)

Shopping history (e.g. online shopping data)

Others:

4. How much inbound and outbound traffice does this AWS environment have?

Inbound: gb / second Outbound: gb / second

5. Does this AWS environment need to block certain countries or regions?

i

Next step

Questionnaire




Default / Recommendation Customization Wireframes

@I'.“E'.‘z"% I Cloud One | Network Security = os Help @ LabUser1 v @IBE'}JB I Cloud One | Network Security = J% Help @ Labuser1 ¥
O O O O O O O O @
Asset Intelligent Personalization Policy Confirm/ Asset Intelligent Personalization Policy Confirm/
Network selection deployment guestionnaire review Start Network selection deployment questionnaire review Start
’: Recommended policy settings [ 3: Customize policies Cancel
Policies Policies -
Update syncing @ ) Off A
Update syncing @ On
It i | |
Dashboard Dashboard Traffic and protection €
Traffic and protection € All traffic protected by Default filters All traffic - | protected by | Default filters :
= rotected b -
SSL traffic inspection € On ? !
All traffic Default filters
Private VPC traffic ¢ Spyware related filters &
Geo-location block & Off
Public IGW traffic & @ Add

NAT gat traffic &
SSL traffic inspection @ 0 gateway frafhc &

@ Add
Geo-location block € () On Select countries / regions B
(] Afghanistan
[ ] Albania
[] Algeria

[ ] Argentina

Next step

Policy review




Default / Recommendation

@IBEQO I Cloud One Network Security =

Customization

-

@ O O @
Asset Intelligent Personalization Policy
Network selection deployment questionnaire review

’: You are now ready to start

Policies

o Configuration summary

Dashboard
Protection network:

Deployment settings:

Policy settings:

E] Pay As You Go (PAYG) model

Cost per traffic:

Cost estimation:

Billing:

24 accounts | 472 assets [&,

Edge deployment model [&

Update syncing: On 4
Traffic and protection:  All traffic protected by Default filters

SSL policy: On

Geo-location block: Off

$0.05 / GB inspected

$1,289 / month (it may change according to the usage)

You would pay through AWS billing.

oo Help @) LabUser1 v

O

Confirm/
Start

Next step

Wireframes
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Platform Selection

t) Cloud One | Network Security -

—\
10>
™ 0)

[
[

2
s /;
(o

Home > Deployment & Policy Settings

Select a cloud environment to protect

aws

91 accounts in AWS

472 /560 unprotected assets

) Google Cloud

14 accounts in Google Cloud

242 | 242 unprotected assets

/A Azure

26 accounts in Azure

318 /318 unprotected assets

Add new accounts?

Protect this environment >

Next step

Mockups



Default / Recommendation - Asset Selection

t) Cloud One | Network Security -

16

[
[

P\

Home > Deployment & Policy Settings

@® Asset selection

() Confirmation

Save for later

() Deployment model

() Policy settings

Select assets to protect

Asset selection

v Default

v VPC

v

v

Lab user 1

Lab user 2

Lab test user

Shared public user
Temp test account
Implementation lab
Lab user 3

Test internship account
Acme-checking
temp-test-acct

Load more

Internet Gateway
Subnet
Transit Gateway

NAT gateway

ot :
0y Customize

Number of assets

472
159
68
35
27
25
16
13

10

123
81
67

42

¢ Go Back Proceed >

Next step

Mockups

Customization



Customization - Asset Selection

t) Cloud One | Network Security -

4/‘:’\»
uu

@

@® Asset selection

() Deployment model

() Policy settings

() Confirmation

Home > Deployment & Policy Settings

Select assets to protect

You can customize asset selection To

{ filter. 106 of 106 shown ~

e VPC

ntd

® ~ Labuser1—51 selected

® vpc-acme-public-1
® vpc-acme-public-2
@ test-vpc-intern

® vpc-private-connect
® [NA

® public-implementation
@ [NA

® vpc-acme-public

® vpc-private-mgmt
® mgmt-acme-micro

Load more
» Lab user 2 — 35 selected
® » Labtest user — 27 selected
» Shared public user — 25 selected

Locad more

=0 lmtmnrmat M atmamyg 4A92 F 1AD9 anlanta

tal selected: 464

151 of 151 selected assets s

012ab3cd456de-vpc
vpc-31014t89sLi180
vpc-12qwe34ri56zq
vpe-q13049-wfaplzc
vpc-98zy76xviwdut
012ab3cd456de-vpc
vpc-31014189sLi180
vpe-12qwe34rt56zq
vpc-q13049-wfaplzc

10pavfva801vahu20

Show only unprotected assets

West (N. California)
West (Oregon)
East (Ohio)

West (Oregon)
West (N. California)
West (N. California)
West (N. California)
West (N. California)
West (Oregon)

West (Oregon)

tal selected: 464

Cancel Complete

Next step

Mockups



Default / Recommendation - Deployment Model Selection Mockups

t) Cloud One | Network Security -

o Home > Deployment & Policy Settings

| W )

o8 = n
\5 @ Asset selection Select a deployment model to use ¢ Customize C ustom |Zat|0n

© Deployment model
Selected deployment model: Edge deployment - recommended

() Policy settings

() Confirmation

Save for later ¢ Go Back

Next step



Customization - Deployment Model Selection Mockups

t) Cloud One | Network Security -

4/‘:’\»
uu

Home > Deployment & Policy Settings

@ & Asset selection Select a deployment model to use

V-

© Deployment model
(o] Edge deployment - recommended B

() Policy settings -

& __ This deployment is designed to protect servers that primarily receive connections
() Confirmation _,._, w= from the internet. This deployment option is best suited to environments that
i require the following:
NAT Gateway Private Instances
' “’ [ «  Asimple network design that protects web servers
@ i 7 o ] « Inspection between the VPC and the Internet as well as between the VPC
Inte'j.et Gateway Nﬂ._.,,;zr;:_,,,v Elastic Load Balancer Web Apps and a VPN gateway
instance " » Asingle VPC — this deployment option does not require Transit Gateways

.

«  Third party appliance integration that follows AWS best practices

Public Instances

Learn more
Private VPC protection v
Public and private VPC protection v
Manual deployment - not recommended =+ You'll deploy in AWS on your ows v

Cancel Complete

Next step



Default / Recommendation - Policy Settings

t) Cloud One | Network Security -

—
70>
=

[
[

LP\
(o,

Home > Deployment & Policy Settings

I Asset selection
Deployment model

© Policy settings

() Confirmation

Save for later

Review and set a policy

Policy setting options:

Summary of policy settings:

Update syncing

Traffic and protection

SSL traffic inspection

Geo-location block

© Default
Customization
Please customize on your own below

Dynamic recommendation
Please take this questionnaire 1o ¢

Default

On

All traffic proiecied by Default filters
On

Off

se the default setlings and customize it l1ates

djust recommendations

¢ Go Back Proceed >

Next step

Mockups

Customization



Customization - Policy Settings

t) Cloud One | Network Security -

/0N

=

o

&

L«
(1

Home > Deployment & Policy Settings

& Asset selection Review and set a policy

@ Deployment model . _ _
Policy setting options:

© Policy settings

() Confirmation

Summary of policy settings:

Update syncing

Traffic and protection

SSL traffic inspection

Geo-location block

Save for later

Default
© Customization

Dynamic recommendation

{
ldike UHS Ut U

Customization
@ on

All traffic v

Off

Default filters

¢ Go Back Proceed >

Last step

Mockups



Default / Recommendation - Policy Settings

t) Cloud One | Network Security -

16

[
[

P\
o

Home > Deployment & Policy Settings

Asset selection

Deployment model

© Policy settings

() Confirmation

Save for later

Review and set a policy

Policy setting options:

Summary of policy settings:

Update syncing

Traffic and protection

SSL traffic inspection

Geo-location block

- Default

JuU La .

Customization
Please customize on )

© Dynamic recommendation

Recommend

Fill out a questionnaire =/ Complete

Dynamic recommendation

On

All traffic proiected by  Default filters
Internet gateways protected by  Malware filters
On

Off

on adiusted accordingly. Y

w

(17}

Q.

1]

778

¢ Go Back Proceed >

Last step

Mockups

Questionnaire



Confirmation

t) Cloud One | Network Security -

\\
10

&)
T

\

<K
51

Home > Deployment & Policy Settings

Asset selection

Deployment model

Policy settings

Confirmation

Save for later

Confirm and start Network Security
Settings summary - You are ready to start

5] Configuration summary

Asset selection: 472 assets | 24 accounts #
Deployment model: Edge deployment #
Policy settings: Update syncing: On

Traffic and protection:

SSL traffic inspection:

Al traffic protected by Default filters
On

Geo-location block: Off
@® Billing information
Cost per traffic: $0.05 / GB inspected (Pay-As-You-Go model)
Cost estimation: $1,238 / month (if you have 5TB of traffic daily)
Billing: You will pay through AWS billing. Learn more

$ labuser ~

¢ Go Back Start

Complete&Start

Mockups



Dashboard Mockups

t) Cloud One | Network Security -

10>
-9

Home > Dashboard

=
=

@ All platforms & Aws 44 Azure Y Google Cloud Last 7 days v

3,450 797 2,193 «n 1.2m

’ v e i ~ N - "~ -\ > ¥ . i | ‘
protected assets compromise ] assets unprotec Sels oD INspecied thre

986k 1,865

Asset icon
eals notitiea

] th

2 12 2

vulnerability scans new/modified filters performance incidents

Filter lcon
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